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Executive Abstract

In a contested force, survivability is not only armor, signature, or redundancy. It is the
continued availability, integrity, trustworthiness, and recoverability of the mission functions
that connect sensors, people, platforms, data, and decisions.

The Department of War's 2026 strategies place artificial intelligence, edge compute, data access,
resilient cyber defense, contested logistics, unmanned systems, and post-quantum migration on
accelerated timelines. These priorities create a coupled engineering problem: the Joint Force must scale
Al and autonomy while operating through degraded transport, limited power, intermittent reachback,
heterogeneous legacy systems, adversarial cyber activity, and a cryptographic transition that touches
networking, software signing, identity, storage, and platform electronics. [5]-[11]

PTCP is positioned by Tensor Networks as an additive mission assurance fabric rather than a new
command system. Its stated application suite combines infrastructure optimization in PTCP Al Factory,
payload-blind topology-native defense in PTCP Zero-Day, radar-video physical-Al fusion in PTCP-
SARAHAI, and common operating views, decision cards, and signed evidence in ACISO. Across the suite,
a local fast path executes bounded pre-authorized controls, while a slower Al and policy path reasons
over broader state, tests candidates, and produces versioned evidence. [1]-[4]

MISSION SURVIVABILITY

AVAILABLE + TRUSTWORTHY + RECOVERABLE OVER THE REQUIRED INTERVAL

SENSE ANTICIPATE PRIORITIZE ACT SAFELY PROVE + RECOVER
normalize state |——p risk, load, drift, |——» mission lanes |—> pre-authorized, |— | signed evidence,
and provenance and topology and resources reversible controls rollback, replay

Force multiplication arises when scarce compute, bandwidth, storage, sensing, and operator attention remain aligned to mission priority under stress.

Figure 1. PTCP is analyzed as a closed-loop mission survivability fabric.

Author synthesis of Tensor Networks public-release architecture. The loop is an analytical abstraction, not a disclosed PTCP algorithm.

The principal force-multiplier hypothesis is therefore precise: if PTCP can keep scarce compute, network,
storage, sensor, and operator attention aligned to declared mission priorities while limiting cyber
propagation and reducing time to trusted recovery, then a commander may obtain more mission-ready
effect from the same installed base. That hypothesis is plausible but not self-proving. It must be
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measured against strong baselines, under mission-representative faults and adversary stress, with
operational users and independent evidence custody.

EXECUTIVE FINDING PTCP's differentiated value is the combination of cross-resource optimization, topology-
aware defense, local-first physical-Al fusion, human-governed decision support, post-quantum migration
evidence, and federated recovery. The value is not any single feature and must be validated as an end-to-
end mission effect.

The recommended adoption path is a 24-month evidence-gated program. It begins with a 30-day
mission-thread frame, progresses through observe-only and shadow operation to a six-month
demonstration, and then advances to reversible canaries, hardware-in-the-loop testing, disconnected
exercises, and a federated operational assessment. Production actuation remains fail-closed until the
responsible mission, cyber, safety, test, and authorization authorities approve the exact configuration
and authority envelope.
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Executive Decision Brief

A program executive, combatant command sponsor, laboratory director, or researcher can use
the following ten decisions to determine whether PTCP merits a mission-thread evaluation.

1. Choose a mission-essential function, not a generic network. Anchor the proof to a function
such as trusted sensor-to-operator delivery, Al inference availability, logistics data continuity, or
recovery of a mission enclave.

2. Declare the protected resources. Identify compute, transport, storage, sensor, identity, timing,
power, and operator-attention resources and their hard constraints.

3. Define survivability before selecting metrics. State how long the function must persist, what
degraded service is acceptable, what must never occur, and how trust is restored.

4. Deploy additively in observe-only mode. Use existing telemetry and standard interfaces first;
do not replace C2, cross-domain guards, platform safety systems, or cryptographic authorities.

5. Separate fast path from Al reasoning. Keep deterministic, pre-authorized local controls near the
data path. Keep exploratory optimization, policy generation, and broad replay off the critical
path.

6. Test partition as a normal state. Demonstrate local mission mode, bounded action budgets,
evidence queuing, last-known-good policy, and authenticated rejoin after disconnection.

7. Make PQC a dependency program. Inventory cryptography, firmware signing, PKI, protocols,
hardware roots, and stored data. PTCP may coordinate evidence; approved cryptography
remains authoritative.

8. Test the causal chain. A lower packet-loss rate is not yet survivability. Show how the system
effect changes a mission decision, availability interval, recovery time, or operator workload.

9. Pre-register falsifiers and stop rules. Define performance non-regression, unsafe authority
expansion, evidence gaps, rollback failure, false-positive burden, and cyber compromise as
explicit stop conditions.

10. Scale profiles, not slogans. Field only versioned hardware, software, model, policy, topology,
mission, and authority profiles whose evidence remains current.

Decision horizon Recommended commitment Evidence expected

0-30 days Mission engineering sprint and integration =~ CONOPS boundary, threat model, architecture, baseline, data plan,
discovery and go/no-go criteria

31-180 days Observe-only, replay, emulation, and Reproducible benchmark, red-team results, safety case, rollback
shadow demonstration proof, and six-month transition decision

6-12 months Bounded pilot on one platform or enclave Hardware-in-the-loop, operator usability, disconnected behavior,

cyber assessment, and sustainment estimate
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Decision horizon Recommended commitment Evidence expected

12-24 months Federated multi-node operational Mission-thread survivability, interoperability, operational suitability,
assessment training, and lifecycle evidence

24+ months Profile-based scale or terminate Independent operational findings, current authorization,

recertification triggers, and field-support capacity

RECOMMENDED FIRST USE CASE A bounded, defensive mission enclave that carries sensor metadata, mission
C2, and Al inference traffic over two heterogeneous paths is the most informative first proof. It exposes
compute, network, storage, cyber, timing, disconnection, and operator-evidence behavior without
requiring weapons control.
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Document Status, Scope, and Claim Discipline

CORE CONCLUSION PTCP can be evaluated as a force multiplier because it is designed to preserve mission-
essential digital functions under stress by coordinating scarce resources, constraining cyber blast radius,
supporting local operation during disconnection, and producing evidence for recovery and command
accountability.

The conclusion is architectural and conditional. Tensor Networks describes PTCP as a suite comprising
PTCP Al Factory, PTCP Zero-Day, PTCP-SARAHAI, and ACISO. The source set supports a coherent public
reference architecture and testable hypotheses. It does not establish independent operational
effectiveness, suitability, survivability, cyber survivability, platform certification, Authority to Operate,
post-quantum compliance, or integration with a named Department of War system. Those findings must
be produced by the responsible government test, authorization, safety, and mission authorities. [1]-[4]

Claim class Status in this paper Required decision rule

Government Supported by official strategy, standard, = Cite the controlling source and revalidate at procurement.

requirement policy, or test guidance

PTCP capability Vendor-stated and architecturally Treat as a hypothesis until reproduced on the target mission thread.
analyzed

Survivability benefit Causal mechanism with proposed Test each link from stressor to system effect to mission outcome.
metrics

PQC benefit Crypto-agility and evidence support only = Use approved algorithms, modules, protocols, certificates, and

authorities.
Operational fielding Proposed roadmap and scenarios Advance only after government entrance, exit, safety, cyber, and

evidence gates.

NON-ENABLING DISCLOSURE This paper excludes PTCP algorithms, equations, internal representations,
feature engineering, model structures, training methods, parameters, thresholds, source code, data
schemas, exploit chains, sensor siting, engagement logic, weapons effects, and mission-specific tactics,
techniques, and procedures.

MILITARY SAFETY BOUNDARY PTCP is scoped here to networking, computing, storage, sensor-data handling,
cyber defense, evidence, and operator decision support. It does not select targets, authorize force,
interpret rules of engagement, replace command, control a weapon, override platform flight or navigation,
or bypass an external cross-domain solution.
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1. Strategic Problem: Survivability Is a Systems Property

A platform may remain physically intact while losing mission utility because its sensors cannot

be trusted, its Al cannot obtain data or compute, its transport collapses at the tail, its identity

chain is suspect, or its operators cannot reconstruct what happened.

Classical survivability analysis often decomposes susceptibility, vulnerability, and recoverability. Digital
mission systems require a parallel decomposition. They must resist or absorb disruption, continue
essential service in a degraded state, detect loss of integrity, constrain propagation, recover a trusted
configuration, and generate evidence sufficient for command and authorization decisions. These
properties interact. For example, a network policy that increases availability by indiscriminate rerouting
can violate classification, coalition release, or cyber-isolation constraints. A storage replica that improves
durability can amplify compromise if provenance is weak. An Al optimizer that improves mean
throughput can damage mission outcome if it worsens the extreme tail for a priority flow.

1.1 The contested core-to-edge condition

The Department's Al strategy explicitly expands Al compute from data centers to the edge and requires
faster access to data. At the same time, the 2026 National Defense Strategy, critical technology
priorities, and recent fielding initiatives emphasize homeland defense, cyber defense, contested
logistics, unmanned systems, allied interoperability, and operational speed. The resulting architecture
spans enterprise clouds, fixed bases, theater nodes, ships, aircraft, vehicles, space gateways, sensors,
and disconnected tactical enclaves. No single transport, clock, power source, trust domain, model, or
controller can be assumed continuously available. [5]-[11]

Stressor

Jamming or
transport loss

Cyber intrusion
with valid
credentials

Compute or power
saturation

Storage or data-
path degradation

Sensor ambiguity
or overload

Cryptographic
transition failure

Immediate technical effect
Path loss, retransmission, stale
state, partition

Policy drift, lateral movement,
encrypted exfiltration

Queue growth, throttling, inference
delay

Checkpoint delay, retrieval misses,
unavailable models

Track churn, bandwidth pressure,
operator saturation

Incompatible peers, downgrade,
expired trust, signing gaps

Mission risk
Delayed or missing C2 and sensor
products

False trust and enlarged blast
radius

Stale awareness and displaced
mission workload

Lost continuity and slow
restoration

Missed, late, or untrusted
awareness

Loss of confidentiality,
authenticity, or availability

1.2 Force multiplier as a resource-to-effect ratio

PTCP hypothesis
Priority lanes, multipath intent, local mission
mode, deferred evidence sync

Topology-native behavior detection, bounded
isolation, signed audit

Priority-aware scheduling and cross-resource
coordination

Local-first evidence, lifecycle-aware data
movement, recovery replay

Metadata-first fusion, staged evidence, visible
degraded state

Dependency inventory, versioned migration
evidence, rollback and downgrade monitoring

For this paper, a force multiplier is not rhetorical. It is a repeatable increase in mission-ready effect per
constrained resource. The numerator can be trusted sensor products delivered within a decision
window, mission-essential inference completed, C2 availability minutes preserved, cyber blast radius

www.ptcp.ai | Page 80f63 | (c) 2026 Tensor Networks, Inc.



TENSOR NETWORKS | PTCP PUBLIC-RELEASE WARFIGHTER SURVIVABILITY WHITE PAPER

avoided, or time-to-trusted-recovery reduced. The denominator can be watts, bandwidth, storage,
platform count, operator hours, or deployment cost. A claim is credible only if the baseline, resource
accounting, mission context, uncertainty, and adverse side effects are disclosed.

RESEARCH PROPOSITION PTCP should be adopted only where the measured gain in mission-ready effect
exceeds its integration, compute, bandwidth, cognitive, cyber, authorization, and sustainment burden
under the target threat distribution.

www.ptcp.ai | Page 9 of 63 | (c) 2026 Tensor Networks, Inc.
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2. Analytical Framework and Research Method

The analysis combines mission engineering, resilience engineering, cyber survivability, Al
assurance, and post-quantum transition planning without treating vendor architecture as
operational evidence.

2.1 Unit of analysis

The unit of analysis is a mission thread: a time-bounded sequence that begins with a trusted observation
or request and ends with a mission-relevant, human-governed outcome. The thread crosses technical
layers and organizational authorities. Each scenario in this paper therefore identifies the protected
function, participating nodes, stressors, PTCP placement, authority envelope, degraded mode, recovery
path, and measurable outcome.

2.2 Causal evidence model

EVIDENCE RULE: TEST EACH LINK

DO NOT INFER MISSION SURVIVABILITY FROM A COMPONENT BENCHMARK ALONE

HOSTILE STRESSOR PTCP MECHANISM SYSTEMIEERECT MISSIONIEERECT) SURVIVABILITY
jamming | loss | over! P priority | i > sn:grr::l:laa“s:s:dlllus —_— ;::r:r:\sl;?gble c2 issi ial function
iptrusion | power limits Ipcal control | recovery Factarire=toration less operator burden persists or recovers

Confounders to control: workload mix, topology, software version, operator skill, threat severity, weather, power, and sensor quality.

Figure 2. Every survivability claim requires evidence across the full causal chain.

Author analytical framework; no PTCP algorithm or implementation detail is disclosed.

A PTCP evaluation should pre-register the stressor, intervention, mediating system variables, mission
outcome, confounders, and stop rules. Whenever feasible, use an A/B or crossover design with frozen
configurations and identical replay. Where live operational randomization is unsafe, use high-fidelity
emulation, hardware-in-the-loop, paired exercises, synthetic control, or interrupted time-series
methods. Report distributions and confidence intervals, not only means. Preserve negative results and
subgroup failures.
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2.3 Evaluator survivability scorecard

A program may use a customer-defined multi-criteria score for portfolio comparison, but the score must
not obscure hard constraints. Recommended dimensions are availability of the mission-essential
function, integrity and provenance, decision timeliness, recovery time and recovery point, containment
radius, degraded-mode utility, operator workload, energy and bandwidth burden, interoperability, and
evidence completeness. Safety, authority, classification, release, and cryptographic compliance are gates
rather than compensable weights.

Dimension Primary measure Non-compensable guardrail
Availability Percent of required interval meeting mission service level = No hidden fail-open or unreported degraded state
Integrity Authenticated and provenance-complete products No acceptance after broken trust chain
Timeliness P50, P95, P99, and deadline-miss rate Priority flow cannot regress beyond stop rule
Recoverability Time to trusted recovery and evidence reconciliation No rejoin before identity and state validation
Containment Affected nodes, edges, accounts, and data products No authority beyond declared enclave and action
budget

Efficiency Mission effect per watt, bit, byte, node, and operator No double-counting of shared benefits

hour
Assurance Evidence completeness, reproducibility, and No promotion with unexplained evidence gaps

configuration identity

2.4 Evidence hierarchy and limitations

Official strategies, standards, statutes, and test guidance establish external requirements. Tensor
Networks papers establish the vendor-stated capability envelope. This paper contributes analytical
mechanisms, deployment hypotheses, and a validation design. Only government or independently
governed testing on the target configuration can establish operational effectiveness, suitability,
survivability, or cyber survivability. Because classified threat data, platform interfaces, and test results
are outside the public source set, the scenarios are intentionally notional and non-enabling.

www.ptcp.ai | Page 11 of 63 | (c) 2026 Tensor Networks, Inc.
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3. PTCP Suite and Public Reference Architecture

PTCP's public design can be understood as four applications sharing a normalized event fabric,
mission policy, topology context, signed evidence, and bounded recovery behavior.

PTCP Al FACTORY PTCP ZERO-DAY PTCP-SARAHAI ACISO
compute, network, storage tppology-native, payload-blind radar-video fusion common operating view
mission-priority optimization p| ior and y physical-Al awareness decision cards + evidence

PTCP MISSION FABRIC
normalized telemetry | topology graph | policy gates | signed evidence | rollback

AIR SEA } LAND ‘ SPACE CYBER

Cross-domain services remain bounded by mission authority, classification, release policy, and external cross-domain guards.

Figure 3. PTCP suite applications share an assurance fabric while retaining external authorities.

Author synthesis of Tensor Networks public-release materials. [1]-[4]

3.1 PTCP Al Factory

PTCP Al Factory is the headend and control-plane application for infrastructure optimization. Its public
functional envelope includes normalized telemetry, signed traces, hardware-attested evidence where
supported, adapters for networking and observability ecosystems, safe canary preflight, rollback,
immutable audit, and distributed state and event services. The defense relevance is not data-center
throughput in isolation. It is the ability to coordinate compute, network, and storage priorities so that
mission-essential Al and data services remain available under contention, failure, or limited power. [1]

3.2 PTCP Zero-Day

PTCP Zero-Day is described as payload-blind and topology-native. It reasons over expected
communication relationships and behavior rather than requiring content inspection. The intended
defensive envelope includes valid-credential misuse, lateral movement, encrypted exfiltration, Al-agent
boundary violations, OT process drift, and policy drift. The military advantage is potential usefulness in
encrypted, privacy-sensitive, coalition, bandwidth-limited, or zero-day conditions where signatures and
payload access are incomplete. Containment remains dry-run or advisory until explicit gates pass. [1]-[2]

www.ptcp.ai | Page 12 of 63 | (c) 2026 Tensor Networks, Inc.
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3.3 PTCP-SARAHAI

PTCP-SARAHAI is the physical-Al application for radar-video fusion, two-dimensional, horizon, and three-
dimensional geospatial views, evidence replay, and notification staging. The public boundary is defensive
awareness and evidence. The present paper does not claim live sensor control, autonomous
engagement, classified fusion, guaranteed detection, or a certified counter-UAS capability. Sensor
readiness, calibration, latency, environmental performance, and operator procedures require
independent validation. [2]-[3]

3.4 ACISO

ACISO provides a common operational view, decision cards, signed evidence, and human governance. It
can package why a condition matters, what evidence supports it, what bounded options are available,
what authority is required, and how to replay the event. ACISO should integrate with, not replace,
existing C2, SIEM, XDR, ticketing, data, and mission applications. Its survivability contribution is reduced
time to shared understanding and faster reconstruction of trusted state.

3.5 Shared fast-path and slow-path architecture

The fast path is local, deterministic, resource-bounded, and pre-authorized. Candidate examples include
marking, pacing, redirecting, rate-limiting, selecting an already approved path, isolating a declared
segment, preserving evidence, or returning to a signed last-known-good profile. The slow path performs
broader Al reasoning, policy analysis, replay, optimization, model lifecycle work, and long-horizon
planning. It may propose a change, but it does not silently expand production authority. This separation
reduces dependence on continuous reachback and constrains the failure modes of probabilistic models.

Plane Typical placement Permitted role Fail-safe behavior
Data / sensor path NIC, DPU, router, gateway, Forward declared traffic and export bounded Continue signed local policy or fail to
server, sensor node telemetry declared safe state
Local fast path Platform or mission enclave Execute pre-authorized reversible controls Action budget, expiry, watchdog,
and rollback
Regional slow path Theater or regional cell Analyze, replay, propose, and distribute signed No dependency for immediate local
policy mission mode
Enterprise Strategic enclave Registry, crypto policy, model governance, fleet Diverse standby and offline recovery
governance evidence record
Operator and Existing operations center Approve, reject, suspend, investigate, and Human decision and external
authority recover authority remain controlling

TRADE-SECRET BOUNDARY The public reference architecture names functional planes, inputs, outputs,
evidence, and safety constraints. It does not disclose how PTCP constructs internal state, performs tensor
operations, selects features, ranks candidates, compiles policies, or tunes target-specific controls.
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4. Core-to-Edge Federated Deployment Model

Survivability improves when assurance authority is federated into bounded cells that can
continue locally, reconcile deliberately, and recover from a clean trust anchor.

FEDERATED ASSURANCE CELLS - NO SINGLE GLOBAL CONTROLLER REQUIRED

ENTERPRISE / STRATEGIC
model and policy registry | crypto governance | fleet evidence | broad replay

.

THEATER / REGIONAL
regional slow path | mission policies | diverse standby | disconnected synchronization

.

MISSION ENCLAVE

local fast path | mission-priority lanes | evidence cache | last-known-good policy

g

PLATFORM / TACTICAL EDGE

router | gateway | DPU | server | sensor node | vehicle | ship | aircraft | space gateway

PARTITION MODE
local mission-safe behavior

signed summaries + policy sync

FEDERATION MODE

RECOVERY MODE
clean-room replay + rejoin

Figure 4. A federation of assurance cells limits single-controller dependency.

Adapted from Tensor Networks' public red-team-resilient mission fabric concept. [1]

4.1 Tier responsibilities

Tier

Enterprise /
strategic

Theater / regional

Mission enclave

Platform / tactical
edge

Coalition / cross-
domain gateway

Recovery enclave

Core functions

Model and policy registry, crypto
governance, broad replay, fleet
evidence

Regional slow path, mission priorities,
standby coordination, update
distribution

Local fast path, priority lanes, evidence
cache, operator cards, rollback

Low-latency enforcement, local sensor
or workload state, health and
provenance

Release enforcement and approved
federation interface

Clean-room validation, replay, signing,
reissuance, and controlled rejoin

www.ptcp.ai | Page 14 of 63 | (c) 2026 Tensor Networks, Inc.

Data retained locally

Authoritative release records and long-
horizon evidence

Regional topology, mission profiles,
approved packages, evidence summaries

Mission-essential state, local topology,
action journal, last-known-good profile

Minimum data required for local safety,
continuity, and evidence

Only releasable metadata and authorized
evidence

Known-good software, trust anchors,
baselines, and recovery evidence

Loss-of-link behavior

Theater and mission cells continue
within signed policy and expiry limits

Mission cells enter local mode and
queue authenticated summaries

Continue bounded service; no new
authority from unreachable
upstream

Apply watchdog, action budget,
expiry, and declared safe profile

External guard policy controls; PTCP
cannot bypass

Isolated until compromise and state
divergence are resolved
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4.2 Disconnected, degraded, intermittent, and limited operation

In disconnected, degraded, intermittent, and limited conditions, a PTCP mission enclave should operate
as a bounded state machine rather than an unconstrained autonomous agent. It uses a signed last-
known-good profile, enforces action and resource budgets, retains the minimum evidence needed for
later reconciliation, visibly reports degradation, and refuses changes that require unavailable authority.

When transport returns, the enclave authenticates peers, compares policy and evidence lineage,
resolves divergence, and rejoins only after the responsible authority accepts the state.

4.3 Federation does not mean universal visibility

A federation shares the minimum authorized metadata, policy identity, health state, and evidence
summary required for coordination. Classification, need-to-know, coalition release, privacy, operational
security, and cross-domain controls remain external constraints. The design goal is composable
assurance without a universal data lake or single trust root whose loss disables every echelon.

4.4 Deployment modes MO through M5

Mode Operational posture
MO - Range Adapters, clocks, schemas, and cyber
integration instrumentation

M1 - Observe-only
enclave

Live telemetry and evidence, no decisions
or actions

M2 - Shadow
mission thread

Parallel recommendations compared with
baseline

M3 - Reversible
local actions

Canary on low-risk resources

M4 - Disconnected
exercise

Loss of upstream, degraded transport,
local recovery

M5 - Federated
operational
evaluation

Multiple nodes, domains, and operational
users

Authority

Laboratory only

Read only

Advisory, not shown to operator
unless approved

Explicit pre-authorization and action
budget

Local signed profile only

Approved operational envelope

Promotion evidence
Interface conformance and negative
tests

Coverage, overhead, time alignment,
and data quality

Replay reproducibility and
counterfactual analysis

Non-regression, watchdog, rollback,
and operator acceptance

Mission continuity, evidence queue,
expiry, and authenticated rejoin

Operational effectiveness, suitability,
survivability, and cyber findings

PROMOTION RULE No mode inherits authority merely because its analytics improve. Every promotion
requires a new configuration identity, test record, risk decision, rollback proof, operator procedure, and

approval by the responsible government authority.
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5. Compute, Network, Storage, and Cyber Mechanisms

PTCP's systems-level advantage is the ability to treat compute, transport, storage, and cyber
state as coupled constraints while preserving separate ownership and safety boundaries.

5.1 Compute continuity under contention

Mission Al competes for accelerators, CPUs, memory, power, and thermal headroom. A conventional
scheduler may optimize local utilization while a mission thread fails because an input is late, a collective
waits on a straggler, a model is unavailable at the edge, or a lower-priority workload occupies scarce
memory. PTCP Al Factory is intended to correlate workload priority with infrastructure state and
propose or execute bounded actions such as preserving a mission queue, redirecting a workload to an
already approved resource, pacing nonessential traffic, staging a model, or reverting a risky policy. The
survivability mechanism is not higher average utilization; it is protection of mission-essential completion
under tail stress.

Compute e TP q
. P . Measurement Adverse test Survivability interpretation

objective

Mission inference Completed inferences within mission Accelerator loss, thermal cap, Essential analytic remains usable in a

availability deadline memory pressure reduced resource state

Accepted work Valid mission outputs per watt and Power cap and mixed-priority load Same footprint sustains more trusted
node-hour effect

Queue protection Priority deadline-miss rate and Burst of nonessential demand Lower-priority work cannot crowd out
starvation declared mission work

Model continuity Time to stage, validate, and restore Disconnected registry and corrupt Edge returns to trusted inference without
approved model cache unsafe reachback

Policy recovery Time and success rate for signed Bad optimization candidate or Control error does not become a
rollback controller restart prolonged outage

5.2 Network mission-priority behavior

A network can appear healthy by aggregate throughput while priority flows suffer at the tail. PTCP's fast
path is intended to operate near Linux, eBPF/XDP, DPU, SmartNIC, switch, or gateway enforcement
points using precompiled, bounded policy. The slow path analyzes broader topology, demand, and
policy. Candidate controls include class marking, queue intent, pacing, rate limiting, selection among
pre-approved paths, local redirection, and bounded isolation. Every target requires proof that PTCP does
not create route oscillation, priority inversion, head-of-line blocking, unsafe fail-open behavior, or
unacceptable observability overhead.

Network metric Why the mean is insufficient Required distribution or event evidence

Latency Average hides rare decision-window misses P50, P95, P99, maximum, deadline misses, and episode
duration

Loss Aggregate loss hides class-specific starvation Loss by priority, path, congestion state, and recovery
interval

Jitter Short bursts can destabilize real-time consumers Tail jitter, burst length, reorder, and consumer tolerance
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Network metric Why the mean is insufficient Required distribution or event evidence
Convergence A fast nominal reroute may oscillate under Time to stable state, route changes, hysteresis, and rollback
repeated faults

Containment Blocking one flow can displace risk elsewhere Affected edges, collateral flows, action scope, and evidence
lineage

5.3 Storage, retrieval, and evidence continuity

Al mission threads depend on more than bulk storage throughput. They require checkpoints, vector or
key-value retrieval, model artifacts, sensor metadata, logs, provenance, and recovery records at the
correct time. PTCP can add value by correlating data criticality with network and compute timing,
preserving local mission data, staging approved artifacts, prioritizing checkpoint or retrieval traffic, and
recording versioned evidence. Data movement remains subject to classification, retention, releasability,
and storage-system authority. A recovery claim requires proof against corruption, stale replicas, partial
writes, clock divergence, and compromised credentials.

5.4 Topology-native cyber survivability

Signature and payload inspection remain necessary but can be incomplete when traffic is encrypted, a
credential is valid, a vulnerability is unknown, or an agent uses an authorized protocol for an
unauthorized relationship. PTCP Zero-Day's topology-native design focuses on who or what
communicates with whom, under which mission and identity context, how the relationship changes, and
whether the resulting graph remains inside a signed allow boundary. This creates a defensive
opportunity to detect policy deformation, lateral movement, encrypted exfiltration, unexpected tool
use, and Al-agent boundary drift without requiring payload disclosure.

The approach also creates risk. A dynamic mission may look anomalous because a legitimate node,
coalition partner, route, or sensor appeared for the first time. Incorrect isolation could degrade mission
continuity. Therefore, early deployments should score and explain topology changes without acting.
Later actions should be local, reversible, time-limited, and limited to declared nodes or flows. High-
consequence containment requires human or approved external authorization, and every action must
preserve evidence and a rollback path.

5.5 Coupled optimization without coupled authority

PTCP may correlate cross-domain state, but it should not collapse ownership. Compute owners, network
operators, storage custodians, cyber defenders, platform authorities, mission commanders, and
authorization officials retain their control boundaries. Cross-resource candidates should be decomposed
into independently approvable actions. A policy that requires a network change and a storage change
must not execute one half if the other half is rejected and the partial state is unsafe.

Cross-resource

. Unsafe local optimization Bounded PTCP response hypothesis
condition
GPU queue grows because = Add compute capacity without fixing the data path Diagnose dependency; protect data flow or stage data before
datais late moving workload
Priority path congests Reroute through an unauthorized trust zone Select only an approved path or degrade transparently
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Cross-resource
condition

Checkpoint traffic
competes with C2

Cyber isolation removes
model registry

Sensor video saturates
limited link

Unsafe local optimization
Maximize storage throughput at any cost
Reconnect automatically to restore availability

Drop all evidence or all live awareness

PUBLIC-RELEASE WARFIGHTER SURVIVABILITY WHITE PAPER

Bounded PTCP response hypothesis

Pace checkpoint within recovery-point constraint while
protecting C2

Use locally approved artifact and defer rejoin until trust is
restored

Preserve track metadata and bounded evidence slices under
declared policy
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6. Al-Era Mission Assurance

PUBLIC-RELEASE WARFIGHTER SURVIVABILITY WHITE PAPER

The Department's Al-first posture increases mission capability and simultaneously increases

dependence on data quality, model identity, agent boundaries, compute availability, and

trustworthy human-machine interaction.

The 2026 Al Strategy calls for accelerated experimentation, frontier models, agent networks, simulation
feedback loops, data catalogs, aggressive timelines, and expanded compute from data centers to the
edge. PTCP is relevant because these capabilities require infrastructure and assurance that can keep
pace with model change. A model may pass an offline benchmark yet fail operationally because input
provenance is weak, tools are over-permissioned, context is stale, retrieval is unavailable, the network is
congested, an agent creates an unexpected communication edge, or the operator cannot understand
the basis of a recommendation. [6]-[8]

6.1 Al assurance control points

Al lifecycle point
Data ingress

Model and artifact
load

Inference runtime
Agent tool use

Decision support

Policy update

Mission risk
Stale, spoofed, incomplete, or mis-
released data

Wrong version, corrupted weight, or
unauthorized model

Queue delay, resource exhaustion, silent
degradation

Unexpected tool, service, or egress
relationship

Overconfidence, stale context,
automation bias

Unsafe optimization or authority
expansion

PTCP support hypothesis
Provenance, freshness, topology, and delivery
evidence

Signed identity, staging record, attestation
evidence where supported

Priority-aware resource coordination and
health evidence

Topology-native boundary detection and
explainable card

Evidence bundle, confidence context,
degraded-state visibility

Replay, canary, signature, expiry, rollback

6.2 Frontier-model competition and infrastructure optionality

External authority
Data owner and
classification authority

Model registry and software
supply-chain authority

Platform and mission
service owner

Identity, application, and
cyber authority

Human commander or
designated operator

Change, safety, and
authorization authority

Frontier models change rapidly. A mission architecture that binds survivability to one model or one
cloud creates avoidable concentration risk. PTCP should expose model-agnostic infrastructure and
evidence interfaces so a program can compare, substitute, or isolate models while retaining mission
policies, telemetry, replay, and recovery. The goal is not to claim that PTCP improves model reasoning
itself. It is to reduce the operational penalty of model diversity and change.

6.3 Agentic systems and topology as a control surface

Agent networks turn software relationships into a dynamic attack and failure surface. An agent may call
tools, retrieval systems, databases, models, or external services. PTCP Zero-Day can treat the approved
relationship graph as a policy object and alert when a new edge, identity, destination, privilege, or data
flow appears. This is complementary to identity and access management, application security, model
safety, content inspection, and endpoint defense. It is not a replacement for them.
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6.4 Human judgment and evidence-centered interfaces

ACISO decision cards should make uncertainty, freshness, source identity, topology change, affected
mission function, candidate action, authority, expiration, and rollback visible. A card should distinguish
observed fact, model inference, policy rule, and operator judgment. It should also expose contradictory
evidence and missing data. These properties support NIST's risk-management emphasis on lifecycle
governance, testing, measurement, and documentation, while allowing the Department to accelerate
experimentation without treating speed as exemption from evidence. [18]-[20]

Al CONTROL PRINCIPLE Use Al to increase sensing, prediction, and option quality. Keep production authority
explicit, policy-constrained, reversible where practicable, and fail-closed when required evidence or
approval is absent.
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7. Post-Quantum Mission Assurance
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PTCP is not a post-quantum cryptographic algorithm or certified cryptographic module. Its

defensible role is to make the migration observable, testable, versioned, and recoverable across

distributed mission systems.

NIST finalized FIPS 203, FIPS 204, and FIPS 205 in 2024 for ML-KEM, ML-DSA, and SLH-DSA. NSA's CNSA
2.0 direction and the Department's June 2026 PQC Strategy make migration a mission-engineering
problem, not a future research topic. The Department requires systems to support PQC or be phased
out by December 31, 2030, and to use PQC by December 31, 2031, subject to the strategy's stated
exceptions and National Security System requirements. The strategy explicitly addresses software and
firmware signing, PKI, browsers, clouds, operating systems, networking equipment, edge systems,
cryptographic hardware, stored data, interoperability, and downgrade risk. [9], [12]-[17]

PTCP SUPPORTS CRYPTO-AGILE MIGRATION; APPROVED CRYPTOGRAPHY REMAINS EXTERNAL

firmware | dep

INVENTORY
algorithms | certs | PKI

INTEGRATE
approved modules
crypto agility

PRIORITIZE
ission impact
harvest-now risk

v

migration path versioned profiles

TEST FIELD + PROVE
interoperability signed evidence
MTU | latency | memory, rollback | renewal
downgrade resistance 2030/ 2031 gates

v

Do not treat a proxy, longer classical key, or orchestration layer as a substitute for approved PQC implementation.

Figure 5. PTCP can support an evidence-driven crypto-agility program.

Author roadmap aligned to the Department of War PQC Strategy. [9]

7.1 PTCP contribution to crypto agility

Migration need
Cryptographic
inventory
Prioritization
Integration
Interoperability test

Field monitoring

Recovery

PTCP-supporting function
Correlate device, software, protocol, certificate, firmware, and
mission dependency evidence

Connect vulnerable dependencies to mission thread and
exposure

Versioned profiles, staged rollout, configuration evidence, and
rollback

Capture peer combinations, timing, packet, resource, and
downgrade evidence

Detect policy drift, unexpected downgrade, expired profile, or
unapproved peer

Return to approved profile, preserve audit, and control rejoin

What PTCP cannot establish

Completeness without owner attestation and
technical scanning

Government risk acceptance or classification priority
Algorithm approval, module validation, or key-
management authority

Conformance beyond the tested configuration

Cryptographic strength of an implementation

Authority to restore keys, certificates, or classified
trust anchors
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7.2 PQC at the tactical edge

Post-quantum primitives can change key, signature, certificate, handshake, packet, memory, and
processing characteristics. Edge systems therefore require hardware-in-the-loop and network-under-
stress testing. A profile that succeeds in an enterprise data center may fail on a constrained radio path,
legacy gateway, embedded processor, or long-lived platform. PTCP can help measure the effect on
connection establishment, maximum transmission unit behavior, fragmentation, queueing, CPU,
memory, power, certificate distribution, software signing, and recovery. The acceptance criterion is
mission performance with approved PQC, not merely cryptographic function in isolation.

7.3 Hybrid migration and downgrade discipline

Migration may include hybrid or staged patterns when approved by the responsible authority. PTCP
should record the exact algorithm, protocol, provider, certificate, peer, and negotiation result and
should alert on unauthorized downgrade. It should not label a proxy, longer classical key, pre-shared-key
arrangement, or orchestration layer as quantum resistant. The Department's strategy directs actual
upgrade of networking, software, firmware, edge, and cryptographic implementations and warns
against proxy substitutes. [9]

7.4 Harvest-now, decrypt-later and evidence longevity

Some mission and sustainment data retain value for years. The migration program should therefore
classify confidentiality lifetime, signature-verification lifetime, archival evidence lifetime, and re-signing
requirements. PTCP evidence itself must be crypto-agile: a signed record is useful only if its validation
chain, timestamp, identity, algorithm, and retention method remain trustworthy for the required
period.

PQC ACCEPTANCE RULE A PTCP-assisted PQC fielding claim is limited to the exact approved cryptographic
implementation, protocol, peer set, platform, workload, and mission envelope tested. PTCP evidence does
not convert an unapproved implementation into a compliant one.
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8. Cross-System and Sensor Integration

The fastest adoption path uses stable, existing interfaces and limits the first integration to
telemetry, identity, evidence, and bounded control points that the system owner already
governs.

8.1 Integration principles

1. Additive before substitutive. Observe existing systems before proposing control; preserve
rollback and independent operation.

2. Metadata before bulk content. Move priority, identity, provenance, health, track, and evidence
indexes before high-volume video or raw sensor data.

3. Local before reachback. Keep the minimum mission state, approved models, evidence, and
policy required for disconnection.

4. Stable interface before bespoke hook. Prefer standard telemetry, event, network, and
application interfaces to platform-specific modification.

5. Versioned profile before broad compatibility claim. Bind evidence to hardware, firmware,
operating system, model, policy, topology, and authority.

6. External authority before action. Let C2, cross-domain, platform safety, PKI, identity, and
weapon systems remain authoritative.

8.2 Sensor and system adapter contract

Contract element Minimum content Reason for survivability

Identity Device, software, owner, mission role, trust domain Prevents anonymous state from becoming
authoritative

Time Clock source, uncertainty, sequence, drift, synchronization status Supports fusion, replay, and causal reconstruction

Data quality Units, calibration, confidence, freshness, missingness, saturation Makes degraded awareness visible

Topology Allowed sources, destinations, dependencies, and release Supports containment and relationship-based

boundaries defense

Priority Mission class, deadline, minimum service, degradation policy Aligns resources to mission effect

Control Permitted actions, limits, expiry, approval, rollback, watchdog Constrains unintended authority

Evidence Configuration, event, action, outcome, signature, retention Enables accountability, recovery, and
recertification

8.3 PTCP-SARAHAI buffer-safe sensor handling

For radar-video or other high-volume sensors, track metadata and priority alerts should remain
separable from bulk media. Under congestion, the system can preserve identity, time, track state,
confidence, and a bounded evidence slice while deferring or reducing nonessential video according to
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policy. A local evidence vault supports replay after connectivity returns. The user interface must show
dropped, delayed, degraded, or unsynchronized inputs; silent substitution of stale data is unacceptable.

[2]-[3]

8.4 Cross-domain and coalition interfaces

PTCP may package releasable metadata and signed evidence for transfer, but an approved cross-domain
solution and release authority determine what crosses. Coalition profiles should minimize shared fields,
separate releasable operational state from proprietary or classified implementation data, and support
revocation without disabling the national mission enclave. The Department's tactical Zero Trust and
interoperability efforts reinforce continuous validation and data-centric sharing; PTCP should implement
those constraints rather than create a parallel identity system. [21]-[24]

8.5 No-rip-and-replace deployment

A practical integration can begin on existing Linux servers, SONiC or other network operating systems,
DPUs or SmartNICs, virtualization or appliance infrastructure, sensor gateways, and observability
pipelines. Named technologies are integration targets, not claims of current certification or
endorsement. Air-gapped and low-bandwidth deployment should be tested as primary modes, including
offline install media, software bill of materials, signed packages, local time, local evidence, backup, and
clean removal.
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9. Air Domain Deployment Plan and Scenario

Air-domain value centers on protecting time-critical sensor, command, inference, maintenance,
and logistics functions across distributed bases, airborne platforms, and degraded transport
without entering flight or weapon control.

9.1 Notional defensive scenario

A distributed operating location supports defensive sensing, aircraft turnaround, local Al inference, and
command traffic over terrestrial and satellite paths. Transport becomes intermittent, local power is
constrained, a burst of sensor video competes with command data, and a compromised credential
attempts a new encrypted egress relationship. The scenario is deliberately non-tactical: it tests digital
mission continuity and defensive awareness, not engagement or aircraft employment.

9.2 Recommended PTCP placement

Node Application and mode Protected function Explicit exclusion

Regional operations Al Factory and ACISO, M1 then Policy, fleet evidence, mission-priority profiles No command replacement or

enclave M2 force authorization

Base mission enclave Al Factory and Zero-Day, M1 C2 transport, inference, storage, identity, and No flight-control or weapon-
through M4 recovery system path

Sensor gateway SARAHAI and local fast path, M1 = Metadata-first fusion, alert evidence, link No autonomous engagement or
through M3 protection live PTZ control claim

Platform maintenance Observe-only telemetry and Approved model, software, and maintenance- No flight-safety or mission-

node artifact evidence data continuity computer modification without

authority
Recovery enclave Offline validation and replay Clean packages, trust anchors, rejoin evidence No operational network

connection until accepted

9.3 Event sequence and force-multiplier mechanism

1. Normal state. PTCP learns or imports the approved communication topology, mission classes,
system health, and baseline distributions while remaining observe only.

2. Degradation. The local enclave identifies path loss, power constraint, and sensor-data pressure.
A pre-approved profile preserves command and track metadata while pacing deferrable bulk
transfer.

3. Cyber anomaly. Zero-Day scores the new egress relationship, packages identity and topology
evidence, and presents a card. Containment is dry-run unless the declared local authority
approves a bounded action.

4. Partition. The base continues with last-known-good policy, locally staged models, local
evidence, and visible degraded state. It does not accept unsigned policy from an unreachable or
unknown source.
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5. Recovery. The enclave authenticates the regional cell, reconciles evidence and policy lineage,
replays the interval, and rejoins only after the approved recovery checklist passes.

9.4 Air-domain measures

Measure Baseline comparison Promotion threshold form

Priority C2 delivery Existing QoS and routing under identical faults Non-inferior P99 with lower deadline-miss duration

Track metadata continuity Current sensor gateway under link saturation Higher valid track updates within decision window

Inference continuity Current scheduler under power and accelerator loss More approved inferences completed per constrained
watt

Cyber containment Current SIEM/XDR and operator process Lower time to evidence and smaller affected topology

without unacceptable false isolation

Trusted recovery Current backup and rejoin procedure Lower time to accepted state with complete evidence
and no unsafe shortcut

AIR-DOMAIN STOP RULE Stop actuation if PTCP changes flight-critical traffic, bypasses an airworthiness
boundary, hides sensor degradation, expands egress, or cannot prove exact rollback to the approved
network and application profile.
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10. Sea Domain Deployment Plan and Scenario

Maritime deployments require local autonomy of infrastructure, careful bandwidth economics,

strong cyber boundaries, and recoverability during long periods without trusted reachback.

10.1 Notional defensive scenario

A shipboard or expeditionary maritime enclave carries command traffic, navigation support data,
defensive sensor metadata, maintenance information, logistics status, Al inference, and evidence over a
constrained mixture of internal networks and intermittent external links. The test injects external-link
loss, an internal service failure, storage pressure, and an unexpected east-west communication edge. It
does not authorize PTCP to alter navigation, propulsion, platform safety, combat-system engagement, or

release logic.

10.2 Recommended PTCP placement

Placement Primary role

Local Al Factory slow path, ACISO view,
policy and evidence

Shipboard mission server

Fast-path priority, health, and bounded
containment

Network gateway or DPU
Sensor-data broker SARAHAI metadata and buffer governance

Zero-Day relationship and policy-drift
analysis

Cyber enclave

Shore recovery cell Broad replay, clean package, and

recertification

10.3 Maritime force-multiplier mechanism

Disconnected behavior
Continue approved mission
profile and local replay

Use signed rules with expiry and
watchdog

Preserve critical metadata and
bounded evidence

Score locally; act only within
approved segment

Unavailable during partition by
design

Recovery evidence

Configuration, action, operator,
workload, and service timeline

Rule identity, counters, path
state, rollback result

Clock, quality, drop, delay, and
provenance record

Graph change, identity,
approval, collateral-flow
evidence

Signed package, trust
validation, divergence
disposition

The force multiplier is endurance of digital mission services. Local prioritization can reduce unnecessary
backhaul, metadata-first sensor handling can preserve awareness under congestion, topology-native
defense can detect encrypted east-west drift, and signed local recovery can reduce dependence on
shore troubleshooting. These benefits may reduce operator burden and restore service faster, but they
must be tested against shipboard timing, electromagnetic compatibility, cybersecurity, safety, space,
weight, power, cooling, maintenance, and training constraints.

Test episode Success evidence

External link denied

Internal path congested

control services
Unexpected east-west edge Accurate explanation and bounded response

Storage pressure

Essential local services meet declared degraded SLO

Priority traffic protected without starving safety or

Evidence and mission data retained by declared policy

Failure evidence

Hidden dependency causes cascading failure

Priority inversion or queue instability

False isolation of legitimate mission service
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Test episode Success evidence Failure evidence

Rejoin after long partition Peer, time, policy, and evidence lineage validated Automatic merge of divergent or untrusted state

MARITIME STOP RULE Stop if PTCP degrades navigation or platform-safety services, violates separation

between mission and combat systems, requires persistent external control, or cannot be maintained by
the embarked support model.
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11. Land Domain Deployment Plan and Scenario

Land forces gain value when mission data, edge inference, sensors, mobile transport, logistics,
and cyber defense continue across mobility, power variation, node loss, and intermittent
synchronization.

11.1 Notional defensive scenario

A mobile mission enclave supports defensive sensors, local analytics, sustainment status, and command
applications across vehicles and a small expeditionary node. Movement changes topology, one relay
disappears, power is rationed, and a software service begins communicating with an unapproved
destination. The scenario evaluates mission continuity, evidence, and operator workload. It does not
prescribe maneuver, fires, targeting, route selection, or weapon employment.

11.2 Deployment kit
Kit element Form factor Function Field requirement
PTCP mission node Rugged appliance or VM on Local slow path, ACISO, evidence, Offline install, backup, spare
approved compute policy media, signed configuration
Fast-path agent Gateway, router, DPU, or Linux edge = Priority and bounded containment Resource cap, watchdog, health
bypass, removal procedure
Sensor adapter Gateway or broker Identity, time, quality, metadata, replay | Calibration status and visible
degraded mode
Operator interface Existing workstation or approved Decision cards and recovery workflow Low cognitive load, role-based
display access, audit
Recovery package Offline trusted media and procedure = Restore software, profiles, and trust Two-person control where

evidence required and chain of custody

11.3 Mobility-aware survivability

Topology change is normal for a mobile force. PTCP Zero-Day must distinguish approved mobility from
adversarial deformation. The policy should therefore describe roles, trust domains, allowed relationship
types, time windows, and mission state rather than freezing one physical graph. Unknown or
contradictory state should produce a graded alert and evidence request before a high-consequence
isolation. The local fast path should expire stale routes and policies safely when time or identity
confidence is lost.

11.4 Land-domain measures

Outcome Measure Key stress

Mobile mission availability Percent of mission interval with required local services Relay loss, node movement, and power
rationing

Edge analytic timeliness Valid result before mission deadline Compute throttling and stale model
registry

Logistics data continuity Freshness and reconciliation of critical status Partition and conflicting updates
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Outcome Measure Key stress
Cyber boundary integrity Unauthorized relationships detected and contained Legitimate mobility and valid credentials
Operator burden Time, interactions, alerts, and error rate Simultaneous network, cyber, and

sensor degradation

LAND-DOMAIN STOP RULE Stop if PTCP treats normal mobility as compromise at an unacceptable rate,
consumes mission-prohibitive power or bandwidth, or requires operator interaction that exceeds the

fielded crew model.
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12. Space Domain Deployment Plan and Scenario

Space mission assurance depends on protected ground segments, gateways, data processing,
identity, timing, software supply chains, and graceful operation through delayed or disrupted
connectivity.

12.1 Notional ground-segment scenario

A distributed ground segment and remote gateway process mission data and system health through
multiple terrestrial and satellite paths. One regional node loses reachback, a data-processing queue
grows, a certificate or protocol profile differs from the approved configuration, and a service creates an
unexpected dependency. The scenario remains at the digital mission-assurance layer; it does not
disclose orbital operations, command sequences, spacecraft vulnerabilities, or site architecture.

12.2 Recommended PTCP placement

Tier PTCP role Primary benefit Boundary

Enterprise space Registry, broad replay, fleet evidence, Cross-site consistency and recovery Existing mission command

operations enclave crypto profile remains authoritative

Regional processing site Al Factory optimization and Zero-Day Priority data processing and cyber No control of space vehicle
analysis containment or protected command

path

Remote gateway Local fast path, health, evidence queue, = Disconnected continuity and authenticated External crypto, timing, and
last-known-good policy rejoin site-security authorities

Data archive or recovery Artifact integrity, re-signing plan, clean Long-lived evidence and restored trust Retention and classification

enclave replay policy control

12.3 Space-specific assurance concerns

Space systems may have long service lives, scarce maintenance windows, specialized hardware, strict
timing, and asymmetric consequences for software or cryptographic incompatibility. A PTCP profile must
therefore capture interface timing, trust anchors, firmware and software lineage, peer compatibility,
data latency, storage retention, operator procedure, and rollback feasibility. Post-quantum migration
should prioritize ground and gateway dependencies while coordinating with platform-specific
engineering and certification plans.

Measure Why it matters Required evidence

Gateway continuity Remote loss should not destroy local mission Local service interval, action journal, resource use, and
support rejoin record

Processing timeliness Backlog can make data operationally stale Queue age distribution, priority completion, and discard

policy

Time integrity Fusion and replay depend on trustworthy sequence Clock source, uncertainty, holdover, drift, and correction

Crypto profile conformity Long-lived systems face migration and downgrade Provider, algorithm, protocol, peer, certificate, and
risk negotiation record

Recovery fidelity A clean state must be distinguishable from a merely Known-good image, trust validation, divergence analysis,
available state and authority approval
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SPACE-DOMAIN STOP RULE Stop if PTCP introduces unauthorized command connectivity, weakens timing or
cryptographic controls, cannot tolerate the remote maintenance model, or creates a single terrestrial
dependency for local mission support.
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13. Cyber Domain Deployment Plan and Scenario

Cyber-domain survivability requires continued mission service during compromise, rapid
containment with low collateral effect, and a trustworthy path from suspected state to clean
recovery.

13.1 Notional valid-credential scenario

An authorized account or service token begins using approved protocols to reach a new service, moves
laterally across a mission enclave, and attempts encrypted egress while conventional payload inspection
has limited visibility. PTCP Zero-Day compares the observed relationship graph with the approved
mission topology and recent behavior, associates the change with identity and mission service, and
produces an explainable card. The initial mode does not block. A later pilot may isolate a declared flow
or segment for a short interval if the action falls inside pre-approved policy and rollback is proven.

13.2 Defensive deployment sequence
1. Baseline the allow topology. Import approved identities, services, trust zones, expected

dependencies, mission state, and exception process.

2. Observe encrypted relationships. Collect flow and identity metadata with bounded overhead
and without claiming payload knowledge.

3. Replay known incidents and benign change. Measure detection, explanation, false positives,
and resilience to legitimate topology evolution.

4. Shadow the analyst workflow. Compare PTCP cards with SIEM, XDR, identity, endpoint,
network, and ticket evidence.

5. Canary one reversible control. Use an isolated test segment or low-risk flow with expiry,
watchdog, approval, and rollback.

6. Exercise compromised-controller recovery. Invalidate the suspected control plane, restore from
a clean enclave, reconcile evidence, and rejoin deliberately.

13.3 Cyber measures

Measure Definition Critical qualifier

Time to evidence From first observable deviation to analyst-ready card Includes identity, topology, mission service,
uncertainty, and source lineage

Detection coverage Fraction of pre-registered relationship and policy Report by attack or failure class; no universal zero-day
deviations detected claim

False-positive burden Analyst minutes and mission interruptions per benign Separate alert accuracy from operator workload
change

Containment radius Nodes, edges, identities, and services affected Include collateral mission effect and displaced traffic

Recovery time From isolation decision to accepted clean service Availability alone is not trusted recovery
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Measure Definition Critical qualifier

Missing evidence is visible and blocks promotion

Evidence completeness Required fields present and reproducible
where required

13.4 Complementarity with Zero Trust

The Department's Zero Trust Strategy seeks continuous validation, reduced attack surface, data
protection, and rapid containment. PTCP can contribute relationship-aware telemetry, policy evidence,
and bounded enforcement, but it must consume authoritative identity, device, application, and data
policy from existing systems. It should export evidence to existing operations and authorization
workflows rather than create a second, inconsistent control plane. [21]-[23]

CYBER STOP RULE Stop automated containment if PTCP lacks authoritative identity, cannot distinguish
legitimate mission change, expands beyond the declared topology, or produces collateral mission effect
above the pre-registered threshold.
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14. Joint All-Domain Force-Multiplier Scenario

A joint scenario demonstrates the distinctive value of federation: each domain keeps local
mission assurance while sharing only the authorized state needed for a common, evidence-
backed operational picture.

THEATER CELL

policy + evidence
regional standby
SPACE GATEWAY AIR NODE
weather + ISR metadata sensor fusion

signed availability A priority C2 lanes

A A

DISRUPTION: one transport path is denied
LOCAL RESULT: nodes retain last-known-good policy and evidence queues
RECOVERY: authenticated summaries reconcile after trust is re-established

v v

SEA NODE v LAND NODE

shipboard enclave mobile edge
local recovery DDIL mission mode
MISSION ENCLAVE
ACISO view

human decisions

Figure 6. Notional joint scenario with local mission mode and authenticated recovery.

Author scenario. It is non-tactical and excludes weapons, targeting, and classified architecture.

14.1 Scenario definition

A joint defensive mission thread receives authorized sensor and system-health metadata from air, sea,
land, and space nodes. A theater cell distributes signed mission-priority and evidence profiles. ACISO
presents an authorized common view. A transport disruption partitions two nodes while a cyber
anomaly appears in a third. Each node retains local mission service, evidence, and last-known-good
policy. The common view marks freshness and missingness rather than presenting a false complete
picture. After trust and connectivity return, nodes reconcile signed summaries and replay the interval.

14.2 Force-multiplier pathways

Pathway Local effect Joint effect Proof required
Mission-priority transport Essential flows survive congestion More domains contribute within Per-domain tail metrics and end-
decision window to-end product timeliness
Metadata-first fusion Local awareness persists on limited Common view remains useful with Track validity, freshness,
links explicit uncertainty provenance, and operator decision
time
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Pathway Local effect Joint effect Proof required
Topology-native defense Unexpected relationship is bounded Compromise is less likely to propagate ~ Detection, collateral effect, blast
locally across federation radius, and recovery evidence
Local-first Al and storage Approved analytics continue Joint force retains partial analytic Model identity, local inference,
without registry reachback capacity resource use, and stale-state
handling
Signed evidence and replay Node can explain degraded Theater can reconstruct and accept Chain of custody, time
behavior rejoin uncertainty, divergence, and

authority decision

14.3 Coalition and cross-domain handling

The coalition interface exports only approved mission metadata, confidence, freshness, service health,
and evidence references. National enclaves retain detailed telemetry and proprietary PTCP
implementation data. External release and cross-domain systems enforce transfer. When release
authority is unavailable, the national enclave continues locally and queues no unauthorized data. This
design supports burden sharing and interoperability without assuming common ownership or universal
trust.

14.4 What makes the suite a force multiplier

The multiplier is compositional. Al Factory protects the resource path, Zero-Day protects the relationship
graph, SARAHAI protects the sensor-data path, and ACISO protects the human evidence and recovery
path. If one application is absent, the remaining applications still function within their declared
boundaries. If the suite is integrated, the evaluator must test whether shared context produces an
incremental mission benefit beyond four separate tools and whether that benefit justifies common-
mode risk.

JOINT FALSIFIER The force-multiplier thesis is rejected for a target mission if PTCP improves local technical
metrics but does not improve the end-to-end mission outcome, adds unacceptable common-mode failure,
or cannot operate within classification, coalition, and authority boundaries.
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15. Mission Engineering and Force-Multiplier Metrics

A useful scorecard separates mission outcome, technical mediators, resource cost, and safety

constraints so a component improvement cannot masquerade as force multiplication.

15.1 Mission-thread specification

Field

Mission-essential function

Required interval

Decision window
Degraded minimum

Prohibited outcome

Recovery criterion

Baseline

Threat and fault set

Required content

Observable function protected by the evaluation

Duration and operating phases

Latest useful arrival or completion
Utility that must persist during loss

Hard safety, authority, cyber, or release constraint

Conditions for trusted rejoin and service acceptance

Strong current configuration and operator process

Mission-representative stress distribution

15.2 Primary force-multiplier measures

Category

Mission effect

Measure

Trusted products within decision

Interpretation

window

Continuity

Mission-service minutes

preserved

Recovery

Containment

Efficiency

Human performance

Time to trusted recovery
Blast-radius reduction
Mission output per watt, bit,

byte,

Decision time, error, workload,

process uptime

products affected

and node-hour

and alert handling

Assurance

Evidence completeness and

reproducibility

15.3 Statistical and experimental discipline

Direct mission-ready output

Absorbed or degraded through disruption

Restoration of accepted state, not mere

Fewer identities, nodes, edges, services, or

Resource-to-effect multiplier

Effect on operator capacity

Ability to explain, recover, and authorize

Example form
Deliver an authenticated sensor product to an
authorized operator

Continuous local service for the declared exercise
window

Customer-defined; report distribution and misses
Metadata and priority C2 without bulk media

No cross-domain transfer without external
approval

Peer, time, policy, software, identity, and evidence
validated

Current routing, scheduling, SIEM, sensor, and
recovery stack

Loss, congestion, compromise, power cap, stale
data, and node failure

Required normalization
Per platform, node, operator, and
scenario severity

Per fault exposure and required
service level

Per failure class and recovery
resource

Per adversary or injected deviation

Same workload, topology, and
environment

By role, experience, and scenario
complexity

Per event and configuration

Pre-register one primary outcome and a small number of key secondary outcomes. Use repeated trials
across normal, stressed, and recovery conditions. Report sample size, randomization or pairing method,
missing trials, exclusions, confidence intervals, effect sizes, and sensitivity to workload and threat
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severity. Tail metrics require enough observations to characterize extreme behavior. If the number of
high-fidelity trials is small, use scenario-level uncertainty and avoid false precision.

For human-in-the-loop effects, balance scenario order to reduce learning bias, separate system latency
from decision latency, and record operator confidence and workload. For cyber tests, maintain
independent red-team and control teams, preserve ground truth, and report false positives and false
negatives by behavior class. For energy and efficiency, include PTCP overhead and any displaced work.
For mission continuity, count degraded service only if it meets the predeclared minimum utility.

15.4 Benefit attribution and double counting

Cross-domain optimization can create correlated benefits. A path change may reduce network delay,
GPU idle time, storage queue age, and operator wait simultaneously. Those are mediators of one
mission effect, not four independent mission wins. Value models should reconcile shared causality and
avoid summing correlated savings. Conversely, a local technical gain may shift cost to another resource,
such as increased power, storage write amplification, or operator workload. The test ledger must
capture both.

15.5 Minimum evidence for a force-multiplier claim

MINIMUM CLAIM PACKAGE Exact configuration identity; declared mission and authority envelope; strong
baseline; pre-registered outcome and stop rules; mission-representative stress; raw and analyzed
evidence; uncertainty; negative results; overhead; rollback; recovery; operator findings; independent
custody; and claim language limited to the tested profile.
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16. Test, Evaluation, Verification, and Validation

The test strategy should climb from specification to bounded operational pilot while treating

cyber compromise, partition, rollback, and recovery as first-class mission events.

MISSION-FOCUSED TEST AND EVALUATION LADDER

Lo
SPEC
requir

L L2
UNIT REPLAY
frozen corpus

and threats

verification and baselines

L4
HIL
platform timing
and resource limits|

[Le)
EMULATION
network, fault,
and cyber stress

SHADOW
mission thread
no actuation

L5 L6

PILOT
bounded actions
operational users

Advance only when safety, cyber, performance, recoverability, and evidence gates pass inside the declared configuration envelope.

Figure 7. PTCP evidence should mature through a mission-focused assurance ladder.

Author framework aligned to DOT&E mission-focused and cybersecurity test guidance. [25]

16.1 Verification levels

Level

L0 -
Specification

L1 - Component

L2 - Replay

L3 - Emulation

L4 - Hardware-

in-the-loop

L5 - Shadow

L6 - Bounded
pilot

Purpose

Make the mission, constraints,
threat, and authority testable

Verify adapters, clocks, controls,
signatures, resource caps

Compare analytics and policies on
frozen evidence

Exercise distributed faults and
adversarial behavior

Expose target timing and resource
constraints

Evaluate the live mission thread
without actuation

Measure operational effect in
approved envelope
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Representative artifacts

Requirements, data flow, topology, hazard log,
threat model, evidence plan

Unit tests, interface conformance, SBOM,
negative tests

Replay corpus, baseline, labels, analysis scripts

Network, load, sensor, cyber, and recovery
injections
Platform hardware, gateways, sensors, radios or

representative links

Operator workflow, recommendations,
counterfactuals

Canary action, DDIL exercise, recovery,
sustainment

Exit gate

No unresolved ambiguity in
protected function or prohibited
outcomes

Deterministic behavior and bounded
overhead

Reproducible outcome and known
limitations

No unsafe response and measurable
system effect

Target-profile performance and
rollback

Useful, explainable, low-burden
evidence

Government operational and
authorization decision
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16.2 Threat and fault campaign

Campaign family

Transport

Compute

Storage and data

Cyber

Sensor

PQC migration

Human and process

Examples of public-safe injection
Loss, delay, jitter, reorder, congestion, asymmetric reachability,
partition

Node loss, throttle, queue burst, memory pressure, unavailable
registry

Slow retrieval, full volume, corrupt artifact, stale replica, partial write

Valid-credential misuse, new relationship, policy drift, controller
compromise

Missing input, clock drift, calibration flag, overload, contradictory
observations

Peer mismatch, large handshake, expired certificate, downgrade
attempt, signer change

Alert surge, handoff, shift change, ambiguous card, offline procedure

16.3 Compromised-controller recovery

PUBLIC-RELEASE WARFIGHTER SURVIVABILITY WHITE PAPER

Required observation

Priority behavior, convergence, local mode, and
rejoin

Mission completion, fairness, model identity, and
overhead

Integrity, recovery point, staging, and evidence
retention

Detection, explanation, containment, collateral
effect, and clean recovery

Confidence, fusion, visible degradation, and
operator handling

Interoperability, resource effect, negotiation
evidence, and rollback

Decision time, workload, error, training, and
evidence custody

A control plane cannot be assumed trustworthy merely because it is available. The evaluation must
compromise or invalidate a representative PTCP control component, revoke its authority, prevent
unsafe downstream continuation, restore from a clean recovery enclave, verify software and policy
identity, compare evidence lineage, and rejoin deliberately. This exercise should include loss of
centralized time, partial evidence, divergent local state, and an operator decision to suspend federation.

16.4 Independent test governance

Tensor Networks may provide integration support, instrumentation, and technical explanation but

should not be sole custodian of ground truth or final findings. The government test organization or an
independently governed evaluator should control the test plan, fault injection, scoring, raw evidence,
deviations, and publication language. Operational users should participate before M5. The authorizing
official, mission owner, safety authority, cyber authority, and program manager should each approve
only their domain of responsibility.

16.5 Operational suitability

Performance without suitability is not fieldable. Test installation time, air-gapped update, training,
operator workload, false-alert burden, spare and support demand, logging growth, backup, restore,
removal, interoperability, documentation, vulnerability response, model and policy update, and
recertification. Evaluate whether a unit can continue after contractor departure or reachback loss and
whether the support model fits the platform and echelon.

TEST PRINCIPLE A successful PTCP demonstration is a decision-quality body of evidence, including failures
and limits. It is not a scripted dashboard event.
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17. Cybersecurity, Safety, and Human Authority

The system is survivable only if the assurance fabric itself can be constrained, inspected,
revoked, restored, and governed by humans with clear authority.

17.1 Zero Trust architecture

PTCP components should authenticate identities and devices, minimize privilege, segment control and
evidence planes, encrypt approved communications, validate software and configuration, and
continuously evaluate relationship and policy state. Administrative, policy-signing, evidence-custody,
and operational roles should be separated. Mission enclaves should not accept unsigned or expired
policy. Local caches and recovery media require protection appropriate to their data and authority.
Department Zero Trust strategy and overlays provide the broader control context. [21]-[23]

17.2 Supply-chain and software assurance

The fielding package should include a software bill of materials, provenance, vulnerability status,
reproducible or independently verifiable build evidence where available, signed artifacts, dependency
inventory, secure update and rollback, disclosure process, and support window. The Department's
Software Fast Track initiative seeks rigorous verification, supply-chain visibility, secure information
sharing, and risk-based authorization at greater speed. PTCP's evidence architecture should support that
workflow and continuous authorization where accepted. [26]-[27]

17.3 Human authority matrix

Action class

Observe and score

Present decision card

Mark, pace, or select
approved path

Isolate declared flow or
segment

Update model or policy

Cross domain or coalition
release

Weapon, flight, navigation,
or force decision

Default mode

Automatic

Automatic within approved
use case

Dry-run, then bounded
canary

Human approval except
separately authorized
emergency profile

Staged and signed

External system controls

Prohibited for PTCP

17.4 Safety case structure

Required authority
System owner approval for
telemetry collection

Mission application owner
Network and mission owner

Cyber and mission authority

Model, change, cyber, and mission
authorities as applicable

Release and cross-domain
authority

Existing command and platform
authorities

Evidence before action
Identity, purpose, data handling, overhead,
and audit

Freshness, confidence, source, affected
function, and limitations

Preflight, resource cap, non-regression,
expiry, and rollback

Grounded anomaly, collateral estimate,
action scope, and recovery path

Version, replay, safety, signature, canary,
and rollback

Classification, releasability, identity, and
approved guard path

Outside PTCP scope

The safety case should connect each hazard to a control, verification method, residual risk owner, and
operational limitation. Representative hazards include priority inversion, network oscillation, false
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isolation, stale sensor presentation, unauthorized authority expansion, failed rollback, evidence loss,
time corruption, unsafe policy after partition, compromised controller, incompatible cryptographic
profile, and operator overload. The case must be configuration-specific and updated after material
change.

17.5 Fail-closed and fail-operational choices

Fail-closed is appropriate when proceeding would violate identity, classification, release, cryptographic,
or authority requirements. Fail-operational within a signed local profile may be appropriate when loss of
reachback would otherwise destroy a mission-essential function and the local action remains within a
tested safety envelope. The choice is made per function; a single global fail mode is rarely defensible.

AUTHORITY INVARIANT Loss of connectivity, higher model confidence, or faster machine reasoning does not
create new authority.
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18. Acquisition, Authorization, and Sustainment

PTCP should enter through a modular mission-thread increment with exact interfaces,
government-owned evidence, clear data rights, and an exit path.

18.1 Modular acquisition structure

Federal modular contracting is intended to reduce program risk and provide timely access to rapidly
changing technology. Modular open systems policy emphasizes separable components, defined
interfaces, verification, competition, and lifecycle evolution. A PTCP procurement should therefore
separate platform adapters, the assurance fabric, application modules, test evidence, support, and
optional fielding increments. Government needs for interface data, evidence, configuration, operations,
maintenance, training, and sustainment should be explicit without requiring disclosure of Tensor
Networks' protected algorithms. [28]-[30]

Contract line or

. Deliverable outcome Acceptance basis
increment
Mission engineering Mission thread, CONOPS boundary, threat model, profile, and = Government-approved specification and data rights
test plan
Observe-only integration Adapters, time, identity, telemetry, evidence, and removal Coverage, overhead, security, and interface
conformance
Replay and shadow Baseline comparison, red-team results, and operator cards Reproducibility, usefulness, false-positive burden,
and limitations
Bounded pilot Canary controls, DDIL behavior, recovery, and training Gate review and target-profile evidence
Operational assessment Federated mission-thread evaluation and sustainment Independent operational findings and authorization
package decision
Lifecycle support Updates, vulnerabilities, recertification, field evidence, and Service levels, escrow or continuity provisions as
end-of-life negotiated, and exit readiness

18.2 Authorization strategy

Start with a clearly bounded authorization package for observe-only use. Reuse approved infrastructure
and controls where reciprocity is available, but do not assume that a data-center authorization covers a
tactical edge, platform, cross-domain, or sensor deployment. The package should map PTCP
components, interfaces, data, privileges, models, policy-signing, evidence, remote support, supply chain,
vulnerabilities, and fail-safe behavior. Each actuation expansion is a risk-significant change requiring
explicit review.

18.3 Data rights and trade-secret protection

The government should obtain the rights needed to integrate, test, operate, maintain, remove,
recompete interfaces, and preserve evidence. Tensor Networks can protect its algorithms, feature
engineering, model internals, source code, and implementation recipes. The boundary should be
contractually concrete: disclose observable behavior, interface definitions, configuration identity, test
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methods, failure contracts, support procedures, and evidence sufficient for independent evaluation

while protecting internal implementation.

18.4 Sustainment and recertification triggers

Change Minimum response
Hardware, firmware, OS, network OS, DPU, or Interface and performance delta test
sensor change

Model, policy, feature, or topology-profile Replay, safety, cyber, and shadow delta test
change

Cryptographic provider, algorithm, certificate, PQC and interoperability regression
PKI, or signer change

New domain, classification, coalition, or cross- = New authority and release assessment
domain context

Critical vulnerability or controller compromise | Suspend affected profile, investigate, recover, and
recertify

Support-window or evidence expiry Renew evidence or withdraw profile

18.5 Transition pathways

Why

Timing, resource, and enforcement behavior
may change

Decision and anomaly behavior may change
Trust and resource behavior may change
Existing evidence may not transfer

Availability is not evidence of trust

Claims must remain current

A successful proof may transition through a software acquisition pathway, Middle Tier of Acquisition,
Other Transaction prototype with appropriate follow-on authority, APFIT, a service laboratory or
program-of-record integration, or an enterprise contract, depending on sponsor and maturity. The
Department's APFIT and challenge-based initiatives demonstrate demand for compressed, operator-
centered fielding, but PTCP must still produce target-specific safety, cyber, interoperability, and

operational evidence. [10], [31]-[33]
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19. Adoption Roadmap: 0 to 24 Months

The roadmap converts the Department's demand for six-month Al demonstrations into a
disciplined path from mission framing to federated operational evidence.

24-MONTH EVIDENCE-GATED ADOPTION ROADMAP

baseline plan

no actuation

exit evidence

0-30 DAYS 31-90 DAYS 91-180 DAYS 6-12 MONTHS 12-24 MONTHS
FRAME OBSERVE SHADOW PILOT FEDERATE
mission thread > integrate telemetry | replay + red team > reversible canary DDIL exercise
boundary + sponsor crypto inventory six-month demo platform HIL cross-domain proof

operator training

scale decision

MISSION: CONOPS | priority classes | operator authority

INTEGRATION: adapters | clocks | schemas | fast path | rollback

ASSURANCE: TEVV | cyber | PQC | evidence | supply chain

FIELDING: training | sustainment | acquisition | reciprocity

,——,.—.,—
_—) =9 e &=

Figure 8. PTCP adoption should advance through evidence gates, not calendar milestones alone.

Author roadmap aligned to the Department's six-month Al demonstration cadence. [6]

19.1 Phase 0: 0-30 days - frame the decision

Workstream Tasks Exit artifact

Mission Name sponsor, mission owner, users, protected function, degraded minimum,

prohibited outcomes

Signed mission-thread charter and
authority boundary

Architecture Map systems, sensors, data, trust zones, cross-domain points, compute,

network, storage, power, and timing

Public-safe logical architecture plus
controlled technical annex

Threat and safety Select faults, adversary behaviors, hazards, stop rules, and compromised- Threat model and preliminary hazard

controller case log

Evidence Choose baseline, primary outcome, secondary measures, raw evidence, custody, Pre-registered test and evidence plan
and analysis method

Acquisition Define rights, interfaces, security, support, transition, and termination Acquisition and data-rights strategy

GATE GO - ARCHITECTURE Proceed only if the mission owner can define a bounded, defensive mission thread;
interfaces are discoverable; data handling is lawful and authorized; a strong baseline exists; and safe
removal is feasible.
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19.2 Phase 1: 31-90 days - observe and inventory

Install PTCP in an isolated laboratory and then an approved observe-only enclave. Integrate
authoritative time, identity, topology, system health, compute, network, storage, sensor, and evidence
sources. Measure missingness, freshness, overhead, privilege, and data growth. Inventory cryptographic
dependencies and map them to mission impact. Build a replay corpus containing normal operations,
benign change, known faults, and defensive cyber events.

GATE G1 - SUBSTRATE Proceed only if telemetry coverage is sufficient, clocks and identities are trustworthy,
overhead is bounded, no unauthorized data crosses a boundary, artifacts are signed, vulnerabilities are
triaged, and uninstall or bypass is proven.

19.3 Phase 2: 91-180 days - replay, red team, and shadow

Freeze a baseline and compare PTCP using replay and emulation. Test priority contention, node and link
loss, storage and model faults, sensor degradation, valid-credential relationship drift, controller
compromise, PQC peer mismatch, and recovery. Place recommendations in shadow beside existing
operator workflows. Conduct a six-month demonstration with transition-partner users, consistent with
the Department's Al acceleration cadence, but keep production actuation disabled. [6]

GATE G2 - ANALYTICS AND MISSION RELEVANCE Proceed only if PTCP produces reproducible incremental
information or resource coordination, explains limitations, does not create unacceptable analyst burden,
and shows a plausible causal path to the primary mission outcome.

19.4 Phase 3: 6-12 months - bounded target-profile pilot

Select one low-risk, reversible control on one declared profile. Perform hardware-in-the-loop testing and
a canary with action budget, expiry, watchdog, human approval, and automatic signed rollback. Train
operators and maintainers. Exercise loss of upstream policy and a clean recovery. Conduct a cyber
assessment and update the authorization package. Do not add a second actuation class until the first is
operationally accepted.

GATE G3 - BOUNDED ACTUATION Proceed only if non-regression, collateral effect, rollback, operator response,
cyber controls, authority, logging, and sustainment meet pre-registered thresholds under target hardware
and workload.

19.5 Phase 4: 12-18 months - disconnected exercise

Operate the mission enclave without enterprise or theater reachback. Test last-known-good policy, local
evidence, approved model and artifact availability, action expiry, resource exhaustion, clock holdover,
operator handoff, vulnerability response, and authenticated rejoin. Include a false regional controller or
stale package to prove that local nodes do not accept availability as trust.
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GATE G4 - DISCONNECTED MISSION ASSURANCE Proceed only if the mission-essential function meets its
degraded minimum, prohibited outcomes remain blocked, evidence survives, stale authority expires
safely, and rejoin cannot occur before identity and state validation.

19.6 Phase 5: 18-24 months - federated operational assessment

Connect multiple mission nodes and at least two relevant domains or system types through approved
interfaces. Use operational users, independent test governance, representative logistics and support,
realistic fault and cyber stress, and an external cross-domain boundary where applicable. Measure
mission-thread outcome, interoperability, common-mode risk, operational suitability, evidence quality,
and recovery. Produce a scale, constrain, redesign, or terminate decision.

GATE G5 - TRANSITION Scale only the exact profiles whose operational effectiveness, suitability, survivability
contribution, cyber posture, authority, training, sustainment, and evidence lifecycle are accepted by the
responsible government organizations.

19.7 Minimum integrated team

Role Decision ownership Minimum participation

Mission sponsor and operational Mission value, degraded minimum, operator acceptance All gates and operational events

user

Program manager or PEO Resources, acquisition, configuration, lifecycle Program baseline and gate chair

System and mission engineer Architecture, interfaces, requirements, hazards Continuous

Network, compute, storage, and Resource controls and technical baselines Integration, fault test, and operations
sensor owners

Cyber, Zero Trust, PKI, and Cyber controls, crypto, risk decision, authority Design, assessment, and every actuation
authorizing officials expansion

Test organization and red team Independent plan, ground truth, scoring, findings LO through L6

Safety, legal, privacy, classification, Non-compensable constraints As applicable before data or control changes
release, and cross-domain

authorities

Tensor Networks PTCP integration, technical support, defect response All technical phases, not sole evaluator
Sustainment and training Field support, maintenance, curriculum, spares From Phase 2 onward

organization
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20. Detailed Deployment Playbooks
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The following playbooks translate the roadmap into concrete deployment packages that a

laboratory, program office, or operational sponsor can tailor without exposing mission TTPs.

20.1 Playbook A - austere mission enclave

Element

Purpose

Initial topology

PTCP modules

Initial authority

First canary

Disconnected package

Acceptance event

Exit

Recommended implementation

Protect one defensive sensor-to-operator or Al-service mission thread during link, node, power, and cyber

stress

Two approved transport paths, one mission server, one evidence store, authoritative identity and time,

existing operator console

Al Factory, Zero-Day, ACISO; add SARAHAI only when radar-video or comparable fusion is in scope

Observe, score, generate evidence, and replay; no production actuation

One reversible traffic or resource policy on a low-risk class with human approval, expiry, watchdog, and

rollback

recovery media

Signed last-known-good policy, approved model and dependencies, local evidence capacity, backup, clean

Normal, congested, partitioned, cyber-degraded, and recovery episodes with operational users

Profile-specific evidence pack, authorization disposition, sustainment estimate, and scale or terminate

decision

20.2 Playbook B - physical-Al sensor enclave

Step

1. Readiness

2. Buffer policy

3. Observe

4. Stress

5. Integrate

6. Decide

Action
Verify sensor identity, calibration status, time, field of view, data
quality, and operator purpose

Declare metadata, alert, evidence-slice, bulk-media, retention, and
degradation priorities

Run SARAHAI fusion and ACISO cards without sensor control or
automated response

Inject missing input, clock drift, overload, contradictory observations,
and transport loss

Export only approved cards and evidence references to existing
operations

Accept, constrain, redesign, or stop based on mission outcome

20.3 Playbook C - PQC migration observability

Wave

Inventory

Evidence

Readiness report; unresolved issues fail closed

Approved data and buffer policy

Track quality, latency, false alerts, and operator burden

Visible degradation, preserved priority metadata, and
replay

Interface, release, classification, and provenance
record

Independent findings and exact deployment profile

Scope PTCP evidence product Promotion rule

PKI, certificates, protocols, networking, Mission-linked dependency graph and owner No unexplained critical

software signing, firmware, HSM/TPM, data at = attestation
rest

dependency
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Wave Scope PTCP evidence product Promotion rule
Laboratory Approved algorithms and providers on Handshake, packet, CPU, memory, latency, Conformance and mission
representative peers failure, and downgrade record non-regression

Canary One noncritical but representative path Versioned peer profile, rollback, and Stable operation and no
monitoring unauthorized downgrade

Mission pilot One mission thread with target hardware End-to-end availability, integrity, and Mission owner and crypto
interoperability evidence authority accept

Fleet wave Repeated profile across sites or platforms Deployment manifest, drift, exceptions, and Evidence remains current
expiry and supportable

20.4 Playbook D - compromised-control-plane recovery

1.

Detect or declare suspicion. Use independent evidence to mark a controller, signer, package, or
policy lineage untrusted.

Contain authority. Revoke or suspend signing and downstream action within the approved
incident process.

Preserve local mission mode. Keep only signed local profiles whose trust and expiry remain
acceptable; otherwise enter declared safe state.

Acquire clean reference. Use an isolated recovery enclave with known-good software, trust
anchors, profiles, and replay corpus.

Reconstruct. Compare configuration, policy, model, evidence, identity, and time lineage;
identify divergence and missing evidence.

Reissue. Sign a new approved profile through the authoritative process and stage it without
silently overwriting local state.

Rejoin deliberately. Authenticate peers, verify state, canary the restored service, and obtain the
required human approval.

Learn and recertify. Update hazards, detections, tests, training, evidence expiry, and affected
profile status.

20.5 Common deployment manifest

Manifest field Minimum value

Profile identity Unique version and cryptographic digest for the complete deployment profile

Hardware and firmware Platform, CPU/GPU/DPU/NIC, sensor, storage, firmware, trusted hardware, and resource limits

Software 0S, network OS, containers or packages, PTCP modules, dependencies, SBOM, model and policy versions

Network and topology Interfaces, trust zones, allowed relationships, transport paths, QoS or priority classes, and cross-domain
points

Identity and cryptography Authoritative identity source, roles, providers, algorithms, certificates, signers, trust anchors, and expiry

Data

Sources, schemas or field references, classification, releasability, retention, provenance, quality, and
missingness rules
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Manifest field Minimum value

Authority Permitted actions, owner, approval, scope, budget, expiry, watchdog, rollback, and emergency suspension

Evidence and recovery Logs, traces, time source, evidence store, custody, backup, restore, clean-room package, and rejoin

procedure
Test and status Passed gates, limitations, known issues, authorization, support window, evidence expiry, and recertification
triggers
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A survivability fabric can become a common-mode risk if its authority, evidence, timing, or

recovery assumpt‘ions are wrong.

Risk or objection

Common control-plane
compromise

False-positive containment
Al model drift or brittleness
Telemetry incompleteness
Resource overhead
Interoperability and legacy
limits

Vendor lock-in

Operator overload
Authority creep

Evidence compromise

PQC performance regression

Overclaiming survivability

Why it matters

A trusted optimizer can distribute harmful policy

Defensive action can remove a legitimate mission
service

Policy or anomaly quality may change across
workloads and adversaries

Missing clocks, identities, or topology can create
false confidence

Assurance can consume scarce edge compute,
power, bandwidth, and storage

PQC, DPU, OS, sensor, or protocol changes may
not fit long-lived platforms

A mission fabric can create dependency on
proprietary internals

More alerts and cards can slow decisions

Successful advisory tools may silently acquire
control

Signed logs can still be incomplete, badly timed, or
signed by a compromised key

Larger or slower operations can damage tactical
availability

Component gains may not change mission
outcome

21.1 Red-team questions before scale

Mitigation and falsifier

Federated cells, diverse standby, signed expiry, independent
evidence, compromised-controller exercise; reject if one compromise
propagates beyond declared radius

Observe and shadow first, graded response, human approval, expiry,
rollback; reject if collateral effect exceeds threshold

Versioned profiles, replay, subgroup tests, monitoring, recertification;
reject if benefit is not stable

Coverage and missingness gate, visible degraded state; block
actuation when required evidence is absent

Hard caps, profiling, metadata-first handling; reject if mission benefit
does not exceed burden

In-place, re-platform, or retire decision; target-profile HIL test; no
universal compatibility claim

Stable interfaces, government evidence and configuration rights,
modular contract, exit and removal; reject if safe operation cannot
continue

Human factors test, role-based cards, alert budgets; reject if
workload or error increases

Explicit action matrix, separate approval, least privilege, audit;
suspend on undeclared authority

Independent custody, time uncertainty, key rotation, crypto agility,
cross-source reconciliation; reject unverifiable claims

Representative link and hardware test, negotiation evidence,
rollback; do not field solely for compliance optics

Causal-chain test and primary mission measure; reject force-
multiplier claim without end-to-end effect

e What happens if every upstream controller is unavailable or untrusted?

e What evidence would cause a local node to refuse a policy that is correctly signed?

e Can an adversary manipulate telemetry, time, identity, topology, or confidence to induce a

harmful but authorized action?

e Can PTCP be bypassed, removed, or replaced without losing the mission system?

e Does arecovery restore trusted state or merely restore service?

e Which false positives are operationally intolerable, and how quickly can they be reversed?

e What mission function degrades first when PTCP reaches its resource cap?

e Which claims expire after a model, topology, PQC provider, firmware, sensor, or threat change?
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e Can a coalition or cross-domain partner verify the evidence it is allowed to receive without
receiving protected implementation data?

e  What result would cause the program to terminate rather than continue integration?

21.2 Termination criteria

Terminate or redesign the target-profile effort if PTCP cannot operate inside the authority boundary; if
mission benefit is statistically or operationally negligible; if safety, cyber, interoperability, or PQC
constraints cannot be met; if overhead exceeds benefit; if recovery cannot re-establish trust; if the
operator burden is unacceptable; if critical evidence cannot be independently reproduced; or if
integration and sustainment costs make the force-multiplier ratio unfavorable.
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22. Strategic Recommendations

The Department and Tensor Networks can maximize learning speed by narrowing the first

mission thread, strengthening independent evidence, and treating disconnection and

compromise as design points.

1.

10.

11.

12.

Establish one accountable mission sponsor and one protected function. Avoid an enterprise-
wide pilot whose success criteria are diffuse. Use a defensive thread that exposes compute,
network, storage, cyber, and evidence interactions.

Fund a six-month observe-and-shadow demonstration. Meet the Department's Al acceleration
tempo while reserving production authority until evidence supports a bounded pilot.

Make M4 disconnected operation and controller compromise mandatory. A mission fabric that
works only with trusted reachback does not address the austere survivability problem.

Adopt a versioned mission-assurance profile. Bind every result to hardware, firmware,
software, model, policy, topology, data, cryptography, mission, and authority.

Use government-controlled raw evidence and independent scoring. Protect trade secrets
through interface and method boundaries, not by making claims unverifiable.

Integrate with existing C2, Zero Trust, SIEM/XDR, PKI, cross-domain, and DevSecOps systems.
PTCP should be connective assurance tissue, not a parallel command or identity stack.

Create a PQC observability workstream now. Use the 2030 support and 2031 use deadlines to
prioritize cryptographic dependencies, target-profile testing, and downgrade evidence.

Keep the fast path small and the slow path skeptical. Local controls should be deterministic,
pre-authorized, expiring, and reversible. Al reasoning should propose, compare, and explain
before authority expands.

Measure mission effect and resource burden together. Report accepted mission output, tail
behavior, containment, recovery, energy, bandwidth, storage, and operator cost without double
counting.

Design for modular competition and exit. Acquire stable interfaces, configuration, evidence,
operations, and removal rights while respecting Tensor Networks' protected algorithms.

Publish a bounded evidence summary after each gate. A public-safe report can state
configuration class, method, outcomes, uncertainty, limitations, and next decision without
revealing sensitive systems or PTCP internals.

Scale only after operational suitability is credible. Training, support, vulnerability response,
offline update, backup, restore, recertification, and contractor-independence are part of
survivability.
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RECOMMENDED DECISION Authorize a 180-day public-safe proof of value on one defensive, disconnected-
capable mission enclave. Require independent evidence, a PQC dependency inventory, a compromised-
controller exercise, and a no-actuation default. Pre-negotiate the gated path to a 24-month federated
operational assessment if the six-month evidence passes.

Conclusion

PTCP's most consequential defense proposition is not a faster dashboard or another isolated
optimizer. It is a federated assurance fabric intended to preserve the digital conditions under
which warfighters and assets remain useful, trusted, and recoverable.

The architecture is well matched to the Department's Al-first, edge-compute, Zero Trust, contested-
logistics, modular-acquisition, and post-quantum priorities. Al Factory addresses cross-resource
continuity. Zero-Day addresses relationship and policy deformation when payloads or signatures are
insufficient. SARAHAI addresses local physical-Al awareness and evidence under bandwidth pressure.
ACISO addresses the human need to understand degradation, authority, options, and recovery.
Federation limits dependence on a single controller, and the fast-path or slow-path separation limits
probabilistic Al on the critical data path.

Those architectural merits do not establish battlefield performance. The decisive question is whether
the integrated suite improves a declared mission outcome under mission-representative stress, after
accounting for resource overhead, false positives, operator burden, interoperability, cyber risk,
authority, and sustainment. The paper's adoption roadmap makes that question answerable. It starts
with evidence, delays actuation, treats partition and compromise as normal test events, and scales only
versioned profiles.

If PTCP passes those gates, the asymmetric benefit is credible: the same force can preserve more trusted
sensing, inference, command service, and recoverability from the same compute, bandwidth, storage,
power, platforms, and operator attention. If it does not pass, the same gates expose the limitation early,
before an assurance layer becomes a mission dependency. That is the correct standard for a force
multiplier in the Al and post-quantum era.
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Glossary

Term

ACISO
Action budget
Al Factory

Assurance cell

Authority envelope
c2

CJADC2

CNSA 2.0

CRQC

Crypto agility

DDIL

Decision card

DPU

Evidence lineage

Fast path

FIPS 203

FIPS 204

FIPS 205

Force multiplier
Hardware-in-the-loop
Last-known-good profile
Mission enclave
Mission thread
MOSA

PQC

Profile

PTCP
PTCP-SARAHAI
PTCP Zero-Day
Recovery enclave
Shadow mode
Slow path

SLO

TEVV

Topology-native defense
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Definition
PTCP application for common operational views, decision cards, signed evidence, and human governance.
A pre-authorized limit on what a control may change, for how long, and over which resources.

PTCP application for coordinated compute, network, storage, telemetry, policy, evidence, and rollback.

A bounded local or regional PTCP deployment that can operate and recover without a single global
controller.

The exact actions, targets, duration, conditions, approvers, and rollback permitted for a profile.
Command and control.

Combined Joint All-Domain Command and Control.

NSA Commercial National Security Algorithm Suite 2.0 for National Security Systems.
Cryptographically relevant quantum computer.

Ability to inventory, change, test, field, monitor, and retire cryptography without uncontrolled mission
disruption.

Disconnected, degraded, intermittent, and limited operating conditions.

A human-facing evidence package describing condition, confidence, impact, options, authority, and
recovery.

Data processing unit used to offload network, security, storage, or infrastructure work.
Traceable relationship among source, time, configuration, event, action, result, signer, and retention.
Local, deterministic, bounded execution plane for pre-authorized controls.

NIST standard specifying ML-KEM for post-quantum key establishment.

NIST standard specifying ML-DSA post-quantum digital signatures.

NIST standard specifying SLH-DSA post-quantum digital signatures.

A repeatable increase in mission-ready effect per constrained resource.

Test using target or representative hardware within a controlled mission simulation.
Previously approved and signed configuration retained for bounded local or recovery use.
A bounded system environment supporting a declared mission function and trust domain.
Time-bounded sequence from trusted input or request to mission-relevant outcome.
Modular open systems approach.

Post-quantum cryptography.

Exact hardware, firmware, software, model, policy, topology, data, crypto, mission, and authority
configuration.

Tensor Networks' Predictive Tensor Control Plane suite as described in its public materials.
PTCP physical-Al application for radar-video fusion, geospatial awareness, evidence, and alerts.
PTCP application for payload-blind, topology-native behavior and policy-drift defense.

Isolated environment holding known-good software, trust, profiles, replay, and rejoin evidence.
Live or replay evaluation in which PTCP recommendations do not alter production state.

Al reasoning, replay, policy, orchestration, and long-horizon optimization plane.

Service-level objective.

Test, evaluation, verification, and validation.

Detection and policy reasoning based on expected communication relationships and graph change.
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Term Definition
Trusted recovery Restoration of service only after identity, software, policy, data, time, and evidence are accepted.
Zero Trust Security approach based on explicit, continuous validation rather than implicit network location trust.
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Appendix A. Mission Assurance Scorecard

Use this scorecard at each gate. Safety, authority, classification, release, and cryptographic

compliance are pass or fail; they cannot be offset by performance.

Dimension

Mission outcome

Availability

Integrity and

provenance

Tail performance

Containment

Recovery

DDIL utility

Resource burden

Operator performance

Interoperability

PQC readiness

Evidence

Sustainment

Measure
Trusted products or services within declared
decision window

Required interval meeting normal or degraded
SLo

Authenticated, fresh, traceable mission products

P95, P99, maximum, and deadline-miss episode

Affected nodes, edges, identities, services, and
data

Time to trusted state and evidence
reconciliation

Mission-essential function retained during
partition

CPU/GPU, memory, power, bandwidth, storage,
and latency overhead

Decision time, workload, alert handling, and
error

Approved peers and external systems function

Inventory, approved implementation,
negotiation, downgrade, and rollback

Completeness, reproducibility, custody,
uncertainty, and negative results

Install, update, vulnerability, backup, restore,
removal, training, support

A.1 Reporting rule

Owner

Mission owner

Mission service owner

Data and cyber owners

System engineer

Cyber authority

Mission and cyber owners

Operational user

Platform owner

Operational test and

human factors

Integration authority

Crypto and PKI authority

Independent evaluator

Product support manager

Gate condition

Baseline and stress distribution
matched

No hidden fail-open state

Trust chain accepted

No priority regression beyond stop
rule

Collateral mission effect accepted
No rejoin before validation

Local authority, expiry, and evidence
valid

Inside declared resource caps

No unacceptable cognitive burden
Exact profile identified

No unapproved substitute

Claim limited to evidence

Unit can operate under field support
model

Decision
Pass / constrain /
fail

Pass / constrain /
fail

Pass / fail

Pass / constrain /
fail

Pass / constrain /
fail

Pass / fail

Pass / constrain /
fail

Pass / constrain /
fail

Pass / constrain /
fail

Pass / constrain /
fail

Pass / constrain /
fail

Pass / fail

Pass / constrain /
fail

Report the scorecard by exact profile and scenario. Do not average away a safety failure, subgroup
failure, or extreme-tail mission miss. A constrained decision must name the remaining limitation and the
controls that keep it bounded.
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Each gate produces a signed decision record, open issues, residual-risk owners, and an explicit

next authority envelope.

Gate

GO Architecture

G1 Substrate

G2 Analytics

G3 Actuation

G4 DDIL and Recovery

G5 Transition

Required evidence

Mission charter; system and data-flow architecture; threat
and hazard model; baseline; rights and exit plan

Adapter conformance; clock and identity quality; data
handling; SBOM; overhead; bypass and uninstall

Replay and emulation; false positives; mission relevance;
operator shadow; negative results

Target HIL; action budget; expiry; watchdog; preflight;

rollback; authorization update

Partition; stale policy; controller compromise; local
evidence; clean recovery; authenticated rejoin

Federated operational assessment; suitability; training;
sustainment; cost; profile registry; recertification

B.1 Universal no-go checks

Minimum signatories

Mission sponsor, PM, system
engineer, cyber, safety, test

System owners, cyber, platform, data

owner

Independent test, red team,
operational users

Mission, network, cyber, safety,
authorizing official

Operational test, cyber, mission,
recovery authority

Operational authority, PM, test,
product support, authorization

e Protected mission function or prohibited outcomes are ambiguous.

Exit criterion

Bounded defensive thread
with feasible safe integration

Trusted observe-only
substrate and sufficient
evidence coverage

Reproducible incremental
value and acceptable burden

One reversible action
accepted on one profile

Degraded mission and trusted
recovery proven

Scale, constrain, redesign, or
terminate

e Required identity, time, classification, release, or cryptographic authority is unavailable.

e PTCP cannot be bypassed, removed, or rolled back safely.

e Evidence custody or raw data cannot support independent reproduction.

e The target system includes flight, navigation, weapon, force-authorization, or cross-domain

control outside the approved boundary.

e Resource overhead, false positives, operator burden, or common-mode risk exceeds the

declared stop rule.

e Aknown critical vulnerability or unresolved controller compromise affects the target profile.
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Appendix C. Evidence Pack and Data Schema

The evidence pack exposes what happened, under which profile and authority, without
disclosing PTCP's protected algorithms.

Evidence object

Mission and authority

Configuration identity

Telemetry contract

Baseline

Test plan

Raw event record

Analysis record

Security and PQC

Operator record
Recovery record

Claim schedule

Lifecycle

Minimum fields
Mission function, users, interval, priority classes, degraded minimum, prohibited outcomes, approvers, action
envelope, stop rules

Hardware, firmware, OS, network OS, PTCP modules, dependencies, model, policy, topology, crypto, sensors, and
unique digest

Source identity, fields, units, clock, frequency, freshness, missingness, confidence, provenance, access, retention,
and classification

Current system, operator process, workload, topology, threat, resource limits, and known limitations

Primary outcome, secondary metrics, scenarios, repetitions, randomization or pairing, faults, cyber events, safety
controls, and analysis

Sequence, time uncertainty, source, identity, system state, observation, recommendation, approval, action, result,
rollback, and exclusion

Transformations, statistical method, uncertainty, sensitivity, missing trials, subgroup results, adverse effects, and
double-count reconciliation

Threat model, privilege, SBOM, vulnerabilities, identities, providers, algorithms, protocols, certificates, peers,
downgrade, and recovery

Role, training, alerts, interactions, decision, confidence, workload, error, and qualitative observation
Suspicion, revocation, local mode, clean reference, divergence, restored profile, canary, rejoin approval, and lessons

Exact claim, evidence reference, configuration, limitations, required qualifier, audience, approval, review date, and
expiry

Field incidents, regressions, patches, delta tests, support, exceptions, renewal, suspension, withdrawal, and end-of-
life

C.1 Evidence custody and privacy

Raw evidence should be held by the government, an independent evaluator, or a jointly controlled
repository with access logs and tamper-evident integrity. Public summaries may disclose configuration
class, method, effect, uncertainty, limitation, and evidence digest while withholding classified details,
personal information, platform-sensitive data, exploitable topology, and PTCP trade secrets.

C.2 Evidence expiry

Evidence expires when a material hardware, firmware, software, model, policy, topology, sensor,
cryptographic, mission, threat, authority, or support change invalidates the tested envelope; when a
critical unresolved defect or compromise arises; or when the approved term lapses. Expired evidence
remains historically valuable but cannot support a current fielding claim.
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Appendix D. 180-Day Proof-of-Value Plan

The six-month proof is structured to deliver a defensible transition decision without production

actuation.
Time
Days 0-10
Days 11-20
Days 21-30
Days 31-45
Days 46-60
Days 61-75
Days 76-90
Days 91-110
Days 111-125
Days 126-145
Days 146-160
Days 161-170

Days 171-180

Focus

Charter and boundary

Architecture and threats

Test and acquisition

Laboratory substrate

Observe-only enclave

Baseline and replay

Analytics comparison

Emulation campaign

Red team and recovery

Operator shadow

Six-month demonstration

Independent analysis

Transition decision

Actions
Name sponsor, mission thread, users, exclusions, baseline, authority,
and classification

Map systems, sensors, data, topology, timing, crypto, hazards, faults,
cyber cases, and recovery

Pre-register outcomes, evidence, custody, stop rules, interfaces,
rights, support, and exit

Install offline, verify artifacts, SBOM, interfaces, clocks, identities,
resource caps, bypass, and uninstall

Connect authorized telemetry and evidence; measure coverage,
freshness, missingness, overhead, and data growth

Freeze baseline and replay corpus; label normal, benign change, fault,
cyber, and recovery episodes

Compare PTCP scores, policies, and cards; quantify false positives,
uncertainty, and resource burden

Run link, node, compute, storage, sensor, identity, topology, PQC, and
time stress

Test valid-credential drift, controller compromise, revocation, clean
restore, and authenticated rejoin

Place approved cards beside existing workflow; measure decision
time, burden, and error without action

Execute integrated normal, degraded, partition, cyber, and recovery
scenario with transition users

Reconcile raw evidence, uncertainty, negative results, overhead,
causal chain, and limitations

Scale to bounded HIL pilot, constrain, redesign, or terminate; update
rights, authorization, budget, and roadmap

D.1 Required six-month decision package

e One-page executive result tied to the primary mission outcome.

e Exact target and baseline configuration manifests.

e Architecture, authority, threat, hazard, and data-flow records.

e Replay, emulation, red-team, controller-compromise, and recovery findings.

Exit product
Mission charter and decision
memo

Architecture, threat model,
hazard log

Approved test and acquisition
plan; GO

Component conformance and
security evidence

Substrate report; G1

Reproducible baseline and
ground truth

Interim analytical report

System-effect and safety
results

Cyber and recovery evidence

Human factors and mission
relevance report

Demonstration evidence and
deviations

Draft independent finding; G2

Signed decision and 6-12
month plan

e Compute, network, storage, cyber, sensor, PQC, operator, and overhead evidence.

¢ Independent analysis with uncertainty, negative results, and falsifiers.

e Updated authorization, supply-chain, data-rights, sustainment, and cost estimate.

e A bounded 6-12 month pilot plan with one reversible action, or a termination record.
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D.2 Proposed six-month decision rule

Proceed to a bounded hardware-in-the-loop pilot only when the primary mission outcome or a strongly
supported causal mediator improves against the strong baseline; all hard constraints pass; resource and
operator burden are acceptable; the cyber and controller-recovery case is credible; evidence is
independently reproducible; and a safe, reversible, supportable first action is identified. Otherwise
constrain, redesign, or terminate.
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